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BACKGROUND
In January 2017, Governor Holcomb charged the 
Indiana Executive Council on Cybersecurity with 
producing a strategic cybersecurity framework, 
vision, and implementation plan for the State by 
September 2018. 

The council has organized its work around 20 
workgroups. Several of these workgroups relate 
to elements of local government cybersecurity, 
including but not limited to the local government, 
water/wastewater, economic development, and 
elections work groups.

Survey of Elected Officials
The 2017 Indiana Advisory Commission on 
Intergovernmental Relations (IACIR) Survey of 
Local Elected Officials is the thirteenth in a series 
of periodic surveys of elected officials designed to 
help the IACIR and the Indiana General Assembly 
understand issues facing local governments. 
It included four questions specifically relating 
to “cybersecurity” and another addressing 
“technical assistance needs”. The survey was 
mailed to 1,381 local elected officials, including 
county commissioners, county council members, 
mayors, city and town council members, 
township trustees, and school board members. 
The overall response rate was 33 percent. Almost 
all of municipal officials who responded are from 
municipalities with  one or more utilities. 
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FINDINGS
Only about 25% of officials were very confident 
about local government cybersecurity of data, 
infrastructure, and general services. 

Only about 40% of county officials were very 
confident about voting infrastructure security.

Only 20% of officials indicated that funding on 
cybersecurity was very adequate. 

Cybersecurity technical assistance and funding 
needs vary based on size of local government 
and the types of services provided. 

Only about 17% of local officials indicated they 
had implemented at least 9 of the 11 identified 
cybersecurity best practices. 

Chosen Most Often
• Purchasing security management 

software/services: 67%
• Managing  the disposal/recycling of old 

computers: 64%
• Establishing offsite/offline data backup 

system: 63%

Chosen Least Often
• Implementing email encryption: 33%
• Adopting third-party risk management 

policy for outsourced services: 25%
• Security of employee home computing 

resources: 22%

About 15% of respondents identified a need for 
assistance with information technology, including 
cybersecurity

Full survey results will be available at
www.iacir.spea.iupui.edu

in April 2018.
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FIGURE 1. Confidence in local cybersecurity for data, infrastructure, and services
by type of elected official
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SURVEY RESULTS
Confidence in Local Cybersecurity
Only about one quarter of local officials reported 
feeling very confident about the security of critical 
data, infrastructure, and services (Figure 1). Township 
trustees and county commissioners report being very 
confident most often. Mayors and city council members 
report being very confident least often.  About two-fifths 
of respondent counties indicated being very confident 
about the security of county voting infrastructure 
(Figure 2).

Adequacy of Funding
Only one-fifth of officials indicated that spending on 
cybersecurity is very adequate. County commissioners 
(29%) and town council members (23%) indicated 
spending as very adequate most often among groups 
of officeholders. Mayors (13%) and county council 
members (14%) indicated least often that spending 
was very adequate. 

Adoption of Cybersecurity Best Practices
Respondents were asked about the adoption of eleven 
specific management strategies. Local government 
adoption of these best practices varies (Figure 3, see 
back page). Only about one-sixth of local officials 
indicating implementing at least 9 of the 11 identified 
practices. Purchasing security management software 
or services (67%), managing the disposal/recycling 
of old computers (64%), and establishing an offsite, 
offline data backup system (63%) were chosen most 
often (Figure 2). Implementing email encryption 
(33%), adopting a third party risk management policy 
for outsourced services (25%), and considering the 
security of employee home computing resources 
(22%) were chosen least often. 

Technical Assistance Needs
Respondents were given an open-ended opportunity 
to identify technical assistance needs. Fifteen percent 
of responses addressed needs related to information 
technology, including cybersecurity.
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FIGURE 2. Confidence in cybersecurity
for election infrastructure
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The IU Public Policy Institute (PPI) delivers unbiased research and 

data-driven, objective, expert policy analysis to help public, private, 

and nonprofit sectors make important decisions that impact quality 

of life in Indiana and throughout the nation. As a multidisciplinary 

institute within the IU School of Public and Environmental affairs, we 

also support the Center for Criminal Justice Research (CCJR) and the 

Indiana Advisory Commission on Intergovernmental Relations (IACIR).

INDIANA ADVISORY COMMISSION ON INTERGOVERNMENTAL RELATIONS

The Indiana Advisory Commission on Intergovernmental Relations 

(IACIR) was established by the General Assembly in 1995. 

The 24-member commission includes: state legislators, state 

administration officials, local government officials (county, township, 

city and town, and regional), and citizens. The IACIR’s mission is 

to create effective communication, cooperation, and partnerships 

between the federal, state, and local units of government to improve 

the delivery of services to the citizens of Indiana.

FIGURE 3. Implementation of local government cybersecurity best practices (n=219 to 252)
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